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Abstract
In peer-to-peer (P2P) ﬁle sharing networks, it is common practice to manage each peer using reputation systems. A reputation
system systematically tracks the reputation of each peer and punishes peers for malicious behaviors (like uploading bad ﬁle,
or virus, etc). However, current reputation systems could hurt the normal peers, since they might occasionally make mistakes.
Therefore, in this paper, we introduce forgiveness mechanism into the EigenTrust reputation system to reduce such malicious
treatments and give them opportunities to gain reputation back. Particularly, we take four motivations (the severity of current
oﬀence, the frequency of oﬀences, the compensation and the reciprocity of the oﬀender) into consideration to measure forgiveness.
The simulation work shows that the forgiveness model can repair the direct trust breakdown caused by unintentional mistakes and
lead to less invalid downloads, which improves the performance of P2P ﬁle sharing systems.
c© 2016 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of the Conference Program Chairs.
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1. Introduction
Trust issues occur along with the quick development of the open, anonymous, and distributed peer-to-peer (P2P)
applications. Traditionally, reputation systems2,4,5,6,7 for P2P sharing network focused on the accuracy to locate a
reliable parter to obtain good services and ensure robustness against malicious behaviors like malicious ratings or
inauthentic uploads. However, current trust and reputation mechanisms emphasize the need to ‘punish’ an oﬀender,
while they neglect of accounting for alternative ways to repair the oﬀence3. Generally, the good peers who download-
ed unreliable contents from other peers would give negative evaluations for others, no matter what the real identity of
the ﬁle provider is. In such case, a mistake behavior of a good peer is also treated as malicious and given a negative
evaluation, which is strict and unfair for good peers. In fact, Liang et al. 1 found that, in KaZaA, users often acciden-
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tally create damaged ﬁles and inject them into P2P ﬁle sharing networks. We argue that unintentional mistakes like
this should not be considered as malicious behavior. In contrast, they should be forgiven by the reputation mechanism.
In this paper, we explore this problem and propose a novel model to incorporate forgiveness8 into EigenTrust
reputation system to address the issue above. In our model, forgiveness is regarded as an additional feature to build
an enhanced reputation system, thus ﬁxing the trust break-down made by unintentional mistakes. Here, the peer who
uploads a malicious ﬁle is considered as the oﬀender, and the peer who downloads the malicious ﬁle is known as
the victim. The process of transmitting a malicious ﬁle is called an oﬀence. Based on the provisions of Vasalou9,
we introduce four motivations (the severity of current oﬀence, the frequency of oﬀences, the compensation, and the
reciprocity of the oﬀender) for the victims to perform forgiveness to ensure the future cooperative interactions. It is
worth noting that an abuse of forgiveness could result in an vulnerable situation since attack behaviors by malicious
peers may also be forgiven. In other words, the malicious attackers must not be forgiven. We also address this issue
by giving a comprehensive method to evaluate forgiveness in our model. The simulation works under Quantitative
Trust Management (QTM) project developed by University of Pennsylvania to show the eﬀectiveness of our proposed
model.
The rest of this paper is organized as follows: Section 2 illustrates the proposed model in detail. Section 3 represents
the simulation experiments and analysis. Finally, we conclude our work in Section 4.
2. Proposed model
2.1. System Overview
In P2P ﬁle-sharing systems (e.g. Gnutella), ﬁles are stored on the computers of peers. And they are exchanged
through a direct connection between the ﬁle requester and provider. Every peer can issue a ﬁle request by sending a
query packet to her/his neighbors. The neighbors who received the query packet may transfer it to their neighbors,
and going on in this way before the TTL (time to live) reduces to 0. After choosing a ﬁle owner from the response
peers, the requester establishes an HTTP connection with the ﬁle owner and begins to download the ﬁle. After the
above transaction process completes, the requester will give a feedback to the provider if a trust/reputation mechanism
is utilized in the P2P ﬁle application. In our model, EigenTrust algorithm is utilized to build trust among peers, while
forgiveness is introduced as an additional module to repair the direct trust break-down caused by some unintentional
mistakes. The victim will forgive the oﬀender with a probability value derived from our model. In this way, a
forgiveness process can be conducted between the victim and oﬀender.
With the above knowledge, we give the detail design of our model in the following sections. The notations used in
this paper are listed in Table 1.
2.2. EigenTrust Reputation System
The origin EigenTrust uses a simple method to compute local trust: If the download is satisfactory, then sat(i, j)
adds by 1, otherwise, unsat(i, j) adds by 1. Then the local trust is as Eq. (1) shows:
si j = sat(i, j) − unsat(i, j) (1)
The above measurement of direct trust is easy but exposes drawbacks. For example, it cannot distinguish the case
like sat(i, j) = 2 and unsat(i, j) = 0 with the case of sat(i, j) = 10 and unsat(i, j) = 8. The later case may indicate that
peer j is a malicious peer. Therefore, we propose a direct trust calculation method in Eq. (2):
dti j =
{
(1 − αsi j ) · sat(i, j)/tri j , i f si j ≥ 0;
0 , otherwise. (2)
where α is a system parameter.
Eq. (2) indicates the trust value of i to j is increased from 0 to α right oﬀwhen a client requests from a server for the
ﬁrst time and he or she is satisﬁed with that transaction. However, as the times of satisfactory transactions increase,
the growth rate of direct trust value slows down. This principle is in accord with the human experience: when two
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Table 1. Notations of Terms in Our Model.
Notation Deﬁnition
sat(i, j) Satisfactory transactions
unsat(i, j) Unsatisfactory transactions
tri j Sum of sat(i, j) and unsat(i, j)
si j Local trust of i to j
ci j Normalized local trust
C Matrix of ci j
ci i′s local trust vector
dti j Direct trust of i to j
tik Indirect trust of i to k
ti Vector that contains tik
P Set of pre-trusted peers
pi Pre-trust value of i
pi Pre-trust peers’ trust vector
ri i′s reputation
S i→ j Severity of the oﬀence of i to j
Fi→ j Oﬀences frequency of i to j
Ci→ j Compensation of i to j
Ri Reciprocity of the oﬀender i
p Forgiveness probability
people begin to trust each other in a relative high degree, the following single contact or even the next several contacts
may not have a signiﬁcant eﬀect on their trust relationships because building trust is a long term thing. sat(i, j)/tri j is
a simple regulatory factor which implies i trusts j if there are more positive transactions between them.
In order to aggregate local trusts, it is necessary to normalize the local trust values ﬁrst. The normalized local trust
ci j is shown in Eq. (3).
ci j =
max(dti j, 0)∑
j max(dti j, 0)
(3)
Eq. (3) ensures that all the local trust values are between 0 and 1. To deal with the case of
∑
j max(dti j, 0) = 0,
deﬁne some distribution p over pre-trusted peers and deﬁne p j = 1/|P| if j∈P, otherwise p j = 0. The value p j
represents the trust of pre-trusted peer j in the mind of other peers. Then we can have ci j = pj.
To have a more accurate view of other peers in the network, peer i may ask her/his friends’ opinions about the




ti jt jk (4)
We can write Eq. (4) in matrix notation: ti = CTci. Further, peer i wants to ask the friends of her/his friends
(ti = (CT )
2
ci). After continuous iterations (ti = (CT )
n
ci), i will be able to know the reputation of the entire network.
If n is large enough, the trust vector ti will converge to the principal right eigenvector of C for all peers. Then t is the
desired global reputation vector. Besides, EigenTrust uses Eq. (5) to address malicious attacks:
t(k+1) = (1 − a)CTtk + ap (5)
where a is a constant that is between 0 and 1.
2.3. Forgiveness Module
2.3.1. Forgiveness Motivations
In this section, we give a detail description of every forgiveness motivations.
The severity of current oﬀence. The severity of an oﬀence can be understood as a character containing the
importance of the requesting ﬁle, the transmission cost and the damage to the computer. For the sake of simpleness
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and ensure the objectivity for computing, we only consider the bandwidth of transmitting a malicious ﬁle in an oﬀence.
And the severity of an oﬀence is deﬁned as:




where bwcur and bwsys mean the bandwidth of current ﬁle and the threshold deﬁned by the system.
The frequency of oﬀences. We argue that if an oﬀender provide a bad ﬁle frequently to the victim, then he/she
may well be a malicious peer. In such case, forgiveness must not be given to the oﬀender, in contrast, the victim should
give a negative feedback to her/him. We consider every time gap (interaction times interval) between two adjacent
oﬀences that peer j to peer i. We deﬁne the frequency of two adjacent oﬀences with a time gap length of Δt as:
fi→ j(Δt) = 1 − e−b·e−c·Δt ; (7)
where b, c > 0 are two system parameters. If peer j oﬀend peer i with N times, then the average frequency of every




N − 1 (8)
where Δtn is the time gap length between the nth and the (n + 1)th oﬀence.
The compensation of the oﬀender. We suppose that it is possible for an oﬀender to pay for her/his mistake, e.g,
re-transmit the ﬁle that the victim wanted or a exactly similar good ﬁle. The compensation function is described as:
Ci→ j =
⎧⎪⎨⎪⎩ 1, if the compensation is successful;0. if the compensation is failed. (9)
The reciprocity of the oﬀender. The reciprocity of the oﬀender can be regarded as another positive motivation to
make up her/his mistakes. The reciprocity can be understood as providing other peers including the victim with good
ﬁles in the past. A simple indicator of reciprocity is the oﬀender’s reputation score, because a higher score is caused
by providing abundant good ﬁles. Then the reciprocity function is denoted as:
Ri =
ro f f ender∑
rPi/|P|
(10)
Finally, we give a comprehensive forgiveness probability below.
p = α(1 − S i→ j) + β(1 − Fi→ j) + γCi→ j + θRi (11)
where α + β + γ + θ = 1.
2.3.2. Forgiveness Process
An oﬀence (uploading a bad ﬁle) in P2P ﬁle-sharing network may be malicious or unintentional. In the EigenTrust
reputation system, we know that if a non-malicious peer downloads a malicious ﬁle, he/she will give a negative feed-
back. Thus, the direct trust between the ﬁle receiver and provider will declines. Diﬀerent from traditional reputation
system, when an oﬀence occurs, the victim can choose to forgive the current oﬀence or ignore it based on the for-
giveness motivation level in our model. Forgiveness is embedded into trust evaluation process here. We describe the
forgiveness process as follows:
(1) When the victim receives a malicious ﬁle, he/she sends a well-meaning request containing the message of the
ﬁle name/ID he/she just received and a malicious ﬁle label. This implies that the victim has downloaded a malicious
ﬁle from the oﬀender.
(2) The oﬀender receives the request and checks her/his ﬁle directory to verify the quality of the ﬁle he transferred
to the victim.
(3) The oﬀender gives a compensation to the victim by providing a correct version of the ﬁle (if he/she does not
own the desired ﬁle, he/she will request from her/his neighbors).
364   Mingchu Li et al. /  Procedia Computer Science  94 ( 2016 )  360 – 365 
(4) The victim computes the forgiveness motivation value based on Eq. (11) and forgives the victim with a proba-
bility of p. ‘Forgive’ here means modifying the negative feedback or giving a positive feedback directly if he/she has
not evaluated the ﬁle. If the victim has received a good version of the desired ﬁle, he would give a positive feedback
to the oﬀender, otherwise, he/she would give a negative one.
The forgiveness here has twofold advantages: for victim, he/she can gets the desired ﬁle quickly by re-interaction
with the oﬀender, while for oﬀender, forgiveness repairs the direct trust in the mind of the victim on him.
3. Experiment and Analysis
This section presents the simulation and analysis. We used C language version of the QTM: P2P Trust Simulator
framework10 developed by University of Pennsylvania to deploy our experiments.
3.1. Set Up
We simulated an unstructured P2P ﬁle sharing network with 200 peers. We consider three types of peers, pretrusted
peers, good peers and malicious peers. The number pretrusted peers is set to 3, which is the same with2. The number
of the other two types of peers varies in the simulations. There are totally 5000 ﬁles in the network and they obey
the power-law-like distributions. The ﬁle size varies from 1k to 10M. The total cycle is set to 100000. After every
50 cycles, the peers update their reputation scores using EigenTrust algorithm. The other system parameters are set
as follows: bwsys is set to the average ﬁle size in the network. b and c are set to 5 and 0.5, respectively. Both of α
and θ are set to 0.3, and both of β and γ are set to 0.2, which means the frequency and the compensation have greater
inﬂuence on the forgiveness.
3.2. Repair of Direct Trust Break-Down
Firstly, we investigate the eﬀectiveness of forgiveness repairing the direct trust break-down between two peers. In
particular, we choose two peers (one as requester and the other as provider) in the network and make the requester
issue 10 ﬁle requests. In all the 10 interactions, the provider sends a good ﬁle except for the 5th. We evaluate the direct
trust of the requester in provider with our proposed direct trust method. We depict 3 cases of diﬀerent forgiveness
probability to show the eﬀectiveness of our model in repairing the direct trust break-down between the victim and
the oﬀender. Fig. 1 shows that the direct trust can be restored to some extent in our mechanism compared with in
pure reputation system that without forgiveness. Meanwhile, a higher forgiveness motivation probability has a better
performance than a lower one.
3.3. Malicious File Downloads
In the following simulations, we consider individual malicious attack: the malicious peers response to every ﬁle
query and always provide malicious ﬁles. And the malicious peers vary from 0% to 70% with a 10% increasement.
We take the malicious ﬁles downloading rate as the measurement index, and compare the forgiveness model with
origin EigenTrust. The results are shown in Fig. 2. Every bar in the ﬁgure is an average of 10 times of experiments.
As shown in Fig. 2, we can see that the EigenTrust can restrain malicious ﬁle downloading rate to around 14%.
While with forgiveness introduced in, the malicious downloads are lower than that of EigenTrust. Because the unin-
tentional oﬀenders received the well-meant notiﬁcation, they will check their ﬁle category and delete the malicious
ﬁle. Therefore, in the long run of ﬁle sharing, the malicious ﬁles stored at the good peers become less, which results
in a better performance. While with more malicious peers participating in the network, there are more malicious
oﬀenders who upload malicious ﬁles. Although the low reputation values, they still can be chosen in a probability of
10%, which results the malicious uploading rate increases with malicious peers. However, because good peers own
less malicious ﬁles, our model outperforms EigenTrust.
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Fig. 1. Repair of direct trust breakdown. Fig. 2. Malicious ﬁle downloading rate. Fig. 3. Forgiveness times with malicious peers
in the network.
3.4. Forgiveness times
We also test the average times that the victims who are non-malicious forgive the oﬀenders. Fig. 3 shows the
average forgiveness times decrease with malicious peers increase in the network. Because the total number of peers
in our simulations is consistent, the good peers decrease with malicious ones increase. From Fig. 3 we can know that,
the forgiveness times is negatively correlated with the malicious peers.
4. Conclusion
In this paper, we investigated the problem of unintentional oﬀences in P2P ﬁle-sharing networks and argued that
such oﬀences should not be considered as malicious attacks. To repair the trust break-downs among peers caused
by non-malicious, infrequent and unintentional oﬀences, we proposed a novel model to incorporate forgiveness into
reputation systems. The simulation results show that forgiveness can repair direct trust break-down eﬀectively. And
with the incentive of forgiveness, our model outperforms EigenTrust in terms of the malicious downloads.
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